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ii. Certifyingthat theBusinessAssociateunderstandsthat it is
requiredto notify theNursingServiceof any Breachupon
discoveryoftheBreach;and

iii. Providing a descriptionor copyofthewritten informationsecurity
programfollowedby theBusinessAssociate.

D. TheComplianceOfficerwill reviewpoliciesof all BusinessAssociatesto
ensurethattheyare effectivein preventingIdentity Theft.

E. TheComplianceOfficer will providea copyof thisPolicy to all Business
Associateswith a letterrequestingthat it be followed to theextentit is
morestringentthantheBusinessAssociates’ownpolicies.

F. Whenenteringintoagreementswith newBusinessAssociatesor renewing
existingcontracts,theNursingServicewill ensurethattheagreement
requirescompliancewith this Policy.

E. APPROVAL AND EFFECTIVE DATE

1. This Policywill takeeffect immediatelyuponits approvalby theNursing
ServiceAdministratorin consultationwith theGroupofProfessional
Personnel,theBoardof Health,andtheBoard ofSelectmen.

2. Approval is documentedbelow.

APPROVED:

NURSINGSERVICE
ADMINISTRATOR:

TheforegoingPolicywas approvedby vote
oftheGroupof ProfessionalPersonnelat a
meeti on , 2012.

~

CTONHEATLH DIRECTOR

TheforegoingPolicywasapprovedby vote
oftheBoardof Healthat openmeeting
on/

7//
By Do~~lleY~)7

ACTON BOARD OFSELECTMEN:

TheforegoingPolicywasapprovedby vote
of theBoardofSelectmenatan open
meetingon rAcu1 7, 2012.

By: Michael Gowing, Clerk
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ACTON PUBLIC HEALTH NURSING SERVICE

SUBJECT: Identity Theft Policy

CHAPTER: LEADERSHIP

A. PURPOSES: Thepurposesof this Policy are:

1. To helpprotectemployees,patients,customers,contractorsandtheTownof
Acton from damagesrelatedto the lossormisuseof personaldata.

2. To identify, detectandrespondto RedFlagsindicatingpossibleIdentity Theft
relatedto servicesofferedby theActonPublicHealthNursingService(the
“Nursing Service”).

3. To ensuretheNursingService’scompliancewith theHIPAA Breach
NotificationRule.

4. To ensurethat this Policy is updatedperiodically.

B. DEFINITIONS: For thepurposesof thisPolicy,thefollowing definitionsapply:

1. “Breach” meansan impermissibleuseor disclosureundertheHIPAA Privacy
Rule thatcompromisesthesecurityorprivacyofprotectedhealthinformation,
posingarisk of financial, reputational,or otherharmto theaffected
individual. A breachdoesNOT include:

a. Unintentionalaccessto informationby anemployee;
b. Inadvertentdisclosureofprotectedinformationby theNursing

Serviceto anotherparty authorizedto accessit; or
c. Disclosureof informationwherethepersonto whom thedisclosure

wasmadewould notbe ableto retainthe information.
2. “BusinessAssociate”meansan outsidebusinessor organizationthatprovides

servicesby agreementor contractto theNursingService,includingbut not
limited to billing, accounting,or transportationservices.

3. “Identity Theft” meansfraudcommiftedor attemptedusingtheidentifying
informationof anotherperson.

4. “Identifying Information” meansanynameornumberthatmaybeused,alone
or in conjunctionwith any otherinformation,to identify a specificperson.

5. “Patient” meansall customersor consumersof servicesprovidedby the
NursingService.

6. “ProtectedHealthInformation” meanspersonallyidentifiablehealth
information.

7. “Red Flag”meansapattern,practiceor specificactivity that indicatespossible
existenceof IdentityTheft. -
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annuallyfor approval.Updatesto thisPolicy will thenbe distributedto
employeesandBusinessAssociatesof theNursingService.

7. It is theNursingService’sPolicythat all BusinessAssociateswill be
contractuallybound(a) to complywith FTC Red FlagsRule, any applicable
statelaw concerningdatasecurityandthisPolicy, and(b) to havepoliciesin
placeto detect,preventandmitigatetherisk of IdentityTheft. The
ComplianceOfficer will confirm theexistenceofthesepolicieswith each
contactpersonat eachBusinessAssociate.

8. TheComplianceOfficer will workwith the Town’s DirectorofInformation
Technologyto ensurethat all electronicallystoredProtectedHealth
Informationis passwordprotected.The ComplianceOfficer will alsoensure
thatall ProtectedHealthInformationsentelectronicallyor storedon portable
devicesis encrypted.

D. PROCEDURE:

1. Identification of Red Flags:

A. In thecourseof caringfor patients,staffmayencounterinconsistentor
suspiciousdocuments,informationor activitiesthatmay signalIdentity
Theft.

B. TheNursingServicehasidentifiedthefollowing Red Flagsthat may
occurin thecourseof providingservices:

1. Alerts, notificationsor warningsarereceivedfrom a consumeror
creditreportingagency,includingan unusualincreasein use.

2. A complaintor questionis madeby apatientbasedon thepatient’s
receiptof:

1.

ii.

A bill for anotherindividual;
A bill for aproductor servicethat thepatientdenies
receiving;

iii. A bill from ahealthcareproviderthat thepatientnever
patronized;

iv. An explanationof insurancebenefits(EOB)for healthcare
servicesneverreceived;or

v. Recordsindicatingmedicaltreatmentinconsistentwith
currentfindings for exampleallergiesareinconsistent.

3. Recordsshowmedicaltreatmentthat is inconsistentwith a
physicalexaminationor amedicalhistory asreportedby the
patientorhealthcareprovider.

4. An insurancereportindicatesthatinsurancebenefitshavebeen
depletedor the lifetime caphasbeenreached.

5. A patientwho claimsto beavictim of IdentityFrauddisputesa
bill.
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6. A patientis unableto producean insurancecard(in conjunction
with otherRedFlags).

7. A noticeor inquiry is receivedfrom an insurancefraud investigator
for aprivatehealthinsureror a law enforcementagency,including
a Medicareor Medicaidfraud agency.

8. Mail sentto theidentifiedpatientis repeatedlyreturnedas
undeliverable.

9. Inconsistentinformationis notedon identifyingdocuments
presentedby thepatientincluding,butnot limited to:

i. Documentsappearto havebeenalteredor forged;
ii. Addressesdo not match;
iii. SocialSecuritynumbershavenotbeenissuedor arelisted

on theSocialSecurityAdministration’sDeathMasterFile;
iv. Addressesgivenaretypically associatedwith fraudulent

activities suchas mail dropsorprisonaddresses;
v. Out of areaphonenumbersareprovidedwherethereis no

accompanyinginformationto explainuseof suchnumber;
or

vi. Incompletepersonalinformationis providedon
applications.

2. DetectionofRed Flags

A. Any requestfor servicesmadedirectly by afamily memberof apatientor
potentialpatientmustbeconfirmedin writing by an orderingphysician.

B. Uponfirst undertakingcarefrom theNursingService,two formsof
patientID arerequiredto beshownto theattendingclinician: onepicture
ID andone healthinsurancecard. If patientis unableto produceoneof
theseformsof ID, confirmationof identityby anotheragencyemployeeor
verificationfrom TownofActon Town Clerk’s office ofresidencemay
suffice.

C. In reviewingID presented,theattendingclinician will look for theRed
Flags identifiedabove.

D. An alternativeprocedurefor confirmingidentitywill bedeterminedby the
attendingclinicianandtheComplianceOfficer, shouldtheybeunableto
utilize abovemethods.

E. If thepatienthasreceivedNursingServicecarepreviouslyandis known
to employees,thisstepmaybewaived.

F. If patienthasnotcompletedregistrationform within pastsix months,
reviewform with thepatientto makesureit is up to date.

G. All NursingServiceemployeeswill reviewall identifying information
uponreceiptfrom eachpatientto ensurethat thereareno inconsistencies.

H. All NursingServiceemployeesarerequiredto reportany suspicionof
fraudor abuseto theComplianceOfficer.
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3. Responseto Red Flags

A. Employeesarerequiredto immediatelyreportall RedFlags to the
ComplianceOfficer, alongwith all relateddocumentationandcompletean
UnusualOccurrenceReport,a sampleof which is attachedto this Policy
asExhibit A.

B. All breachesof security,suchaslossof laptopcontainingpatient
informationmustbereportedto ComplianceOfficer immediately.

C. If theNursingServiceemployeedetectsany discrepanciesor is unableto
completeidentificationprocedure,theemployeeis instructednot to raise
alarm,but to recordany documentationavailable,completeadmissionto
theextentpossibleandleavetheresidence.Theemployeeis not to
confrontanyonein their homeregardingtheconcerns.

D. Uponreceiptof thedocumentationandan UnusualOccurrenceReport,the
ComplianceOfficerwill reviewall materialsandauthenticatethe
documentation(to theextentpossible)to determinewhetherfraudulent
activity or otherpotentialBreachhasoccurred.

E. If fraudulentactivity or otherpotentialBreachis detected,theCompliance
Officerwill takethefollowing steps:

i. Determineif a Breachhasoccurred(asdefinedin SectionB.1
above).

a. For guidanceon whethera breachhasoccurred,refer to the
BreachAssessmentTool, attachedasExhibit B to this
Policy.

ii. If thereis a Breach,
a. Cancelall pendingtransactions.
b. Checktheaffectedpatientchartsto makesureno

fraudulentinformationwasaddedto chartsthat may
compromisepatienthealthandsafety.

1. Maintain theseparatechartwith falseor fraudulent
information. Thismaybenecessaryfor cross-
referenceto affectedpatient’schartandmayaid in
further investigationoftheBreach.

c. Initiate theapplicablenotificationrequirementsdescribed
below. [Note: Thenotification requirementsareonly
triggeredin theeventof a Breachinvolving unsecured
(meaningnon-encrypted)personalinformationaslisted in
SectionC.2 above.]

4. Notification Reguirementsin Caseofa Breach:

A. In caseof a Breach,theComplianceOfficerwill notify theTownManager
(StevenLedoux,978-264-9612)andTown Counsel(StephenAnderson,
617-621-6510),explainrelevantfactsandidentify stepsalreadytakenin
relationto Breach.
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B. Notify Acton PoliceDepartment:
i. In caseof aBreach,theComplianceOfficerwill call Chiefof

Policeat (978)264-9638assoonaspossible. Theconversation
with thePoliceChiefshouldcoverthefollowing:

a. Documentsrequiredby Police to investigatethesuspicious
activity. (Note: Do notprovideconfidentialhealth
information. Doprovideinformationnecessaryto further
investigation.)

b. Whethernotificationof affectedpatientsshouldbe delayed
due to thePolice investigation. If Policerecommenddelay,
that requestshouldbe in writing andprovidearationalefor
delay.

C. Notify theAffectedPatient
i. TheComplianceOfficer will providewrittennotification to the

affectedpatientwithin 60 daysby first classmail, unlessinstructed
otherwisebyfederal,stateor localpoliceor law enforcement
officials. Noticeof any suchinstructionsshouldbeprovidedby
theNursingServiceto TownCounsel.

ii. If thepatienthasaskedfor notificationby email,provide
notificationby email. NursingServicemustretaina copyof all
writtennotificationsmadeunderthis rule for atleastsevenyears.

iii. If thepatientis deceased,the ComplianceOfficer will notify next
of kin, if known.

iv. If theNursingServicedoesnot havecontactinformationfor 10 or
morepatientsaffectedby any Breach,theComplianceOfficer will
postanoticeof theBreachon theNursingServicewebsiteor
follow medianotificationproceduresdescribedbelow.

v. A samplenotification letter is attachedto this Policy asExhibit C.
TheComplianceOfficer shouldmodify this letterasneededon a
caseby casebasis. In any event,anynotificationshould include:

a. A brief descriptionof theBreachincludingthedateof the
Breachandthedateof discovery(if it is known).

b. A descriptionofthetypesof dataor informationinvolved:
1. Includedetailsaboutthecategoriesof information

thathavebeenaccessedor acquired(SocialSecurity
number,financialdata,etc.).

2. Do not includetechnicaldetailsasto how datawas
obtainedasthismayfurthercompromisesecurity.

c. A descriptionof thepossiblelevel of threatto theaffected
patient.

d. Stepsthepatientcantaketo protecthim or herself.
Instructionsfor obtainingacredit reportfreezeand to
obtaincreditreports(asshownin theattachedsample
letter)anda copyof MedicalIdentityTheftResponse
Checklistfor Consumers,which is attachedto this Policy as
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Exhibit D, should be includedwith thenoticefor further
guidanceonprotectivemeasures.

e. A descriptionofwhatNursingServiceis doing to protect
thepatientfrom furtherBreachandto mitigatetheeffects
of theBreach.To theextentappropriate,alert thepatientif
notificationwasdelayeddueto law enforcement
investigation.

f. A methodof contactingtheNursingServiceto learnmore
abouttheBreach. Thismustbe awebsite,emailor mailing
addresswherethepublic cancontacttheNursingService
regardingtheBreach. If theBreachincludesmorethan10
unidentifiedindividuals, theNursingServicemustprovide
atoll-free numberfor this purpose.

D. Notify local mediaoutlets,in thefollowing circumstances:
1. If morethan500 Massachusettsresidentsareaffectedby the

Breach,theComplianceOfficer will provideapressreleaseto the
mediaoutlets listed belowassoonaspossibleand within 60 days
at the latest. Thecontentof thepressreleaseshouldincludethe
sameelementsasthenotification to individualsbut shouldNOT
includeany personalidentifying information. A samplepress
releaseis attachedto this Policy asExhibit E.

ii. MediaEntitiesandContactInformation:

1. Boston Globe:emailpressreleaseto newstip~globe.com.

2. TheActon Beacon:
NewsEditor — MargaretSmith
978-371-5732
Email: msmith(~cnc.corn
Or emailbeacon(~cnc.com

3. Channel4 (WBZ):
WBZ-TV
1170 SoldiersField Road
Boston,MA 02134

4. Channel5 (WCVB):
AndrewVrees,NewsDirector
WCVB-TV
5 TV Place
Needham,Massachusetts02494

5. Channel7 (WHDH): Email: emailpressreleaseto
newstips(~whdh.com.
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6. Channel25 (WFXT):
PaulMcGonagle,VP, NewsDirector
WFXT-TV FOX25
25 Fox Drive
Dedham,MA 02027-2563

7. WBZ 1030: emailpressreleaseto
wbzradionews~wbz103O.com

E. Notify theUnitedStatesSecretaryofHealthandHumanServicesin the
following circumstances:

i. If more than500 peopleareaffectedby theBreach,the
ComplianceOfficerwill fill out theelectronicform availableat
http://transparency.cit.nih.govlbreach/index.cfmwithin 60 daysof
Breach.

ii. If fewer than500 peopleareaffectedby theBreach,the
ComplianceOfficerwill documenttheBreachin theattached
BreachInformationLog (Exhibit F). TheComplianceOfficer will
thenfill out an electronicform for eachbreachusing theform
availableathttp://transparency.cit.nih.gov/breach/index.cfmby
February28 of theyearfollowing thecalendaryearin which the
Breachoccurred.

F. Notify StateOfficials:
i. TheComplianceOfficerwill provideanotice to thefollowing as

soonaspossibleaftertheBreach:

1. AttorneyGeneralMarthaCoakley
Office of theAttorneyGeneral
OneAshburtonPlace
Boston,MA 02108

2. Ms. BarbaraAnthony
Undersecretary
Office of ConsumerAffairs andBusinessRegulation

(“OCABR”)
10 ParkPlaza—Suite5170
Boston,MA 02116

ii. Thenotificationto theAttorneyGeneralandtheUndersecretary
(alsoknownasthe“Director”) shouldinclude:

a. A descriptionofthenatureof theBreach;
b. ThenumberofMassachusettsresidentsaffected;and
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c. A descriptionof thestepstheNursingServicehastakenor
plansto takerelatingto theBreach,includingstepstakenin
orderto comply with theHIPAA BreachNotificationRule,
theRed FlagsRule,andany otherapplicablelaw.

iii. Samplenoticesto thestateofficials areattachedto this Policy as
Exhibit G.

iv. TheOffice of ConsumerAffairs andBusinessRegulationwill
notify theNursingServiceofrelevantconsumerreportingagencies
or stateagenciesthat shouldbecontacted.After OCABRprovides
thatinformation, theNursingServiceshouldprovidea copyof the
statenoticesto the identifiedagencies.

G. If apatientdetectsfraudulentactivity on an insurancepolicy or credit
accountandnotifiesNursingService,theComplianceOfficer andNursing
Servicewill takethefollowing steps:

i. Encouragepatientto file apolice report.
ii. Encouragepatientto completetheID TheftAffidavit, attachedto

thisPolicy asExhibit H andcompilesupportingdocumentation.
iii. Comparepatient’sdocumentationwith personalinformation in

NursingServicerecords.
iv. Immediatelyceaseall billing relatedto theclaim in question

pendingresolutionof thequestionof fraudulentactivity.
v. Determineif thereis abreachandfollow stepsfor law

enforcement,HHS, media,and stateagencynotificationoutlined
above.

5. Training

A. Staff trainingwill be conductedfor all employees,officials and
contractorswho maycomeinto contactwith accountsor personally
identifiableinformationthatmayconstitutearisk to themunicipality or
theNursingServicepatients. Suchemployeesincludeemployees
performingthefollowing tasks:

i. Dataentry, coding,or billing;
ii. Handlingof charts,referrals,prescriptionsor othermedical

documents;
iii. Contractingor coordinationwith outsideserviceproviders;and
iv. Compliancereviewfor this Policy.

B. TheComplianceOfficer is responsiblefor ensuringall employeesand
contractorsconductingtheabovetasksareproperlytrained.

C. Employeesmustreceiveannualtraining in all elementsof this Policy.
Informationcoveredduring theannualtrainingwill be includedin the
orientationof newlyhiredemployees.

D. TheComplianceOfficerwill requestdocumentationoftrainingperformed
or receivedby BusinessAssociates.
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E. To ensuremaximumeffectiveness,employeeswill receiveadditional
trainingaschangesto theprogramaremade.EmployeesandContactors
will receivea copyof any updatesto this Policy.

F. Employeeswill receiveacopyofthis Policy aspartof any annual
training. New employeeswill receiveacopyof this Policy duringtheir
orientation.

G. Employeeswho fail to comply with this Policy aresubjectto sanctionas
providedby law.

6. Periodic Updates to Plan

A. This Policywill be reevaluatedannuallyby theComplianceOfficer to
determinewhethertheprogramis up to dateandapplicablegiventheNursing
Service’spracticesandtheTown ofActon’sMasterIdentityTheft Policy.

B. Periodicreviewswill includeanassessmentofwhethernewaccountsare
coveredby thisPolicyandwhetherexistingaccountsaresusceptibleto new
formsof IdentityTheft.

C. As partofthereview,RedFlagsmaybe revised,replacedor eliminated.
DefiningnewRedFlagsmayalsobe appropriate.Actions to takein theevent
that fraudulentactivity is discoveredmayalsorequirerevisionto reduce
damageto theTown andthe NursingServiceemployeesorpatients.

D. TheComplianceOfficer will providea writtenreporton an annualbasisto
theBoardofHealthandTown Manageron the effectivenessof thecurrent
Policyand recommendedchangesfor theupcomingyear.

E. Revisionsto thisPolicywill beapprovedby theBoardofHealthandBoard
of Selectmenprior to theannualtrainingandsignedby the following:

1. ChairpersonofBoard ofHealth;
ii. Chairpersonof Board of Selectmen;and

iii. Administratorof NursingServiceandComplianceOfficer (if
different).

7. Oversightof Arrangementswith BusinessAssociates

A. TheComplianceOfficer will ensurethattheactivitiesofall Business
Associatesareconductedin accordancewith reasonablepoliciesand
proceduresdesignedto detect,prevent,andmitigatetherisk of identity
theft.

B. As of February22, 2010, theBusinessAssociateslisted in Exhibit I
currentlyprovideservicesto theNursingServiceandmayhaveaccessto
thepersonaldatalisted in SectionC.2. above.

C. Within 30 daysof approvingthis Policy andeachJanuarythereafter,the
ComplianceOfficerwill requesta letter from eachBusinessAssociate:

i. Certifying compliancewith theFTC RedFlagRule,HIPAA
Regulations,including theBreachNotificationRule,and
MassachusettsDataPrivacyrules (if applicable);
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ii. Certifyingthat theBusinessAssociateunderstandsthat it is
requiredto notify theNursingServiceof any Breachupon
discoveryoftheBreach;and

iii. Providingadescriptionor copy ofthewritten informationsecurity
programfollowedby theBusinessAssociate.

D. TheComplianceOfficerwill reviewpoliciesof all BusinessAssociatesto
ensurethat theyareeffectiveinpreventingIdentity Theft.

E. TheComplianceOfficerwill provideacopyof thisPolicy to all Business
Associateswith a letterrequestingthat it be followedto theextentit is
morestringentthantheBusinessAssociates’ownpolicies.

F. Whenenteringinto agreementswith newBusinessAssociatesorrenewing
existingcontracts,theNursingServicewill ensurethat theagreement
requirescompliancewith this Policy.

E. APPROVAL AND EFFECTIVE DATE

APPROVED:

1. This Policywill takeeffect immediatelyuponits approvalby theNursing
ServiceAdministratorin consultationwith theGroupof Professional
Personnel,theBoardof Health,andtheBoardof Selectmen.

2. Approval is documentedbelow.

NURSINGSERVICE
ADMINISTRATOR:

TheforegoingPolicywasapprovedby vote
of the Prof~essionalPersonnelat a

B . eat erHurley

AC HEATLH DIRECTOR:
TheforegoingPolicywasapprovedby vote

meeting

B .~~~~7ha11ey

ACTON BOARD OF SELECTMEN:

TheforegoingPolicy wasapprovedby vote
of theBoardof Selectmenat an open
meetingon _________ —, 2012.

By: JanetAdachi,Clerk
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EXHIBITS

EXHIBIT DESCRIPTION
A UnusualOccurrenceReport
B BreachAssessmentTool
C Draft PatientNotification Letter
D MedicalIdentityTheftResponseChecklistfor Consumers
E Draft PressRelease
F Sampleof BreachInformationLog
G Draft NotificationLetter to StateOfficials
H SampleofID TheftComplaintandAffidavit
I List of BusinessAssociates
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